
IN THE CIRCUIT COURT OF'COOK COUNTY,ILLINOIS
COUNTY DEPARTMENT - LAW DIVISION

GUAVA, LLC,

SKYLER CASE,

Plaintiff

Defendant.
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Case No. 2012-L-007363
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MOTTON TO OUASH SUBPOENA RELATING TO E^*#..JOHN ,, WITH COMPUTER INTERNET PROTOCOL (I

NOW COMES John Doe, an individual who Charter Communications, Inc. alleges owns

andlor utilizes a computer with iP address 7L82.53.224 (hereinafter referred to simply as "John

Doe"), by and through said "John Doe's" attorney, Patricia Merriman, UAW Legal Services

Plans, solely for the purposes of this Motion, and moves this Court for an Order to Quash a

Subpoena issued by Plaintiff upon Charter Communications, Inc., the alieged internet Provider

of said "John Doe", and in support thereof states as follows:

BACKGROUND OF MOVING PERSON AND STANDING TO FILE THIS MOTION
TO QUASH A SUBPOENA

1. The moving person is an individual, who lives in a State other than Illinois, and is a

paying subscriber to Charter Communications, Inc. as an internet provider.

2. Charter Communications, Inc. alleges that said "John Doe" owns, utilizes andlor has

utilized, a computer, that contains a certain IP address, namely IP Address
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71.82.53.224, which address was obtained by Charter Communications, Inc. through

the utitizati,on of a computer connected t"?:l3il#;#.ut
Said "John Doe" has standing to make this motion pursuant to 135 ILCS 512-1101, as a

personmateriallyaffectedbyasubpoena. (See e.g. Schmulovichv. ll6l Rt.9 LLC,

2007 wL2362598 (D.N.J, 2007); Board of Trustees of Trucking Employees of North

Jersey Welfure Fund, Inc.,v. caliber Auto Transfer,20ll wL2670948 (D.N.J.20ll);

Third Degree Films, Inc. v. Does l-l0B,2olz u.S. Dist. LEXIS 25400 (D.Md. 2012)

where the Courts generally held that persons have standing to challenge a subpoena

where personal privilege was asserted).

While the subpoena in question is directed only to Charter Communications, Inc., said

"John Doe" has standing as an "affected" person to move to quash this subpoena and

has the right as an affected person to ensure that "protected matter", to wit his identity,

not be revealed.

This Ccurt should quash the Subpoena issued to Charter Communications, Inc. as it

relates to the person *n" WI[{;$*rm and,lorutilizes a computer with the Ip

address 71.82.53.224 and issue a Protective Order directed to Charter Communications,

Inc. forbidding the disclosure to Plaintiff of the identity of said "John Doe".

Since the sole purpose of the Subpoena underlying this action is to obtain the name and

address of the individual who allegedly owns andlor utilizes the computer with said

specified IP address, providing the name andlor address of said individual in this

Motion to Quash said Subpoena would be self defeating and would make this Motion

essentially moot and would breach the rights of said individual to request that

information be kept confidential.

4.

5.

6.



BACKGROUND OF THE UI{DERLYING ACTION

7. This action involves unsubstantiated and unspecified allegations, as it relates to any

particular prospective Defendant, by Plaintif! against unnamed and unknown

individual Defendants who Plaintiff alleges conspired to breach Plaintiff s protected

computer systems and distribute misappropriated information belonging to Plaintiff.

Plaintiff further alleges that such actions were done through the utilization of computers

and that said computers in question contained a specific "IP" address (a number

specific and intrinsic to every computer).

BACKGROUND OF SUBPOENA IN QUESTION

8. An "Agreed" Order was entered on July 30,2012 by this Court which granted leave to

Plaintiff to perform expedited discovery; specifically permission to issue subpoenas to

Internet Providers identified in the Complaint to obtain information sufficient to

identift "John Doe" Defendants based solely upon an IP computer address.

9. In July 2012, Plaintiff, pursuant to said Order, issued a subpoena to Charter

Communications, lnc, which directed Charter Communications, Inc. to produce the

name and address of the individuals whose computer IP addresses are listed in an

attachment to said subpoena.

10. One of the IP addresses contained in said Subpoena includes an IP address of a

computer that Charter Communications, Inc. alleges is a computer registered as a

Subscriber to their services and is connected to the "John Doe" who is the subject of

this Motion.

1 1. By a letter dated September 17, 2Al2, "John Doe" was a notified by Internet provider

Charter Communications, Inc. that Plaintiff was seeking disclosure of his identify and



12.

13.

address based upon said alleged IP address and that the information would be revealed

unless "John Doe" filed "objections to the court no later than octob er l, 2012.

The subpoena in question specifically seeks personal information about said "John

Doe" that will permit the Plaintiff to personally identify the name and address of said

subscriber.

Said "John Doe" has a personal right and privacy interest to his own identity and to

whom his identify will, or will not, be disclosed.

i4' The fact that Plaintiff files a Complaint with this Court with wholly unsubstantiated

allegations that aparticular computer was allegedly used in furtherance of an alleged

conspiracy to breach Plaintiff s protected computer systems and allegedly distribute

misappropriated information should not serve as a basis for said Plaintiff to be able to

force an internet provider to provide information which said provider would otherwise

consider private nor do said allegations serve as an waiver by the subscriber to waive

the subscriber's right to maintain the privacy of the subscriber's identity.

15. By information and belief, it is the general policy of Charter Communications, Inc,,

subject only to Court Order, not to use or share the personal information of their

subscribers to third parties, especially their names and home address.

16. Since said "John Doe" has such a privacy right that would be affected by compliance

with the Subpoena, said "John Doe" has the right to directly challenge this subpoena

and fiIe a Motion to Quash such a subpoena.

17. It is clear from the letter dated September 17, 2012 received by said "John Doe" that

charter communications, Inc., does not intend to fi1e any Motion to euash the



Subpoena nor take any other steps to protect the privacy of their subscribers but instead

leaves that obligation and burden to the subscribers.

SUBPOENA NOT RELEVANT TO ALLEGATIONS OF COMPLAINT

18. Plaintiff does not allege in their Complaint nor does Plaintiff have any information or

facts that substantiate that any of the unnamed "co-conspirators" owned the computers

in question or utilized said computers but rather simply allege in the Complaint that

computers with said IP addresses were subscribers to Charter Communications, Inc., or

other internet providers.

19. Although Plaintiff alleges in it's Complaint that those unnamed "co-conspirators"

engaged in "breaching Plaintiff s protected systems and distributing misappropriated

information", Plaintiff does not allege any facts, nor has it demonstrated that it has any

facts that such acts were actually performed by the unnamed internet subscriber "co-

conspirators".

2A.In its Complaint Plaintiff admits that its only knowledge of any actual prospective

individual "co-conspirator" is an IP address, obtained by a so-called "computer

forensics firm", that Plaintiff alleges is related to a particular computer which is

registered with an internet service provider in the name of the person who applied for

and pays for said internet access.

21. This is clearly a fishing expedition type of Subpoena for the name of any individual that

they desire to include as a Defendant since there is no intrinsic relationship between the

person who pays for Internet Service and any persons who might have utilized a

particular computer in an improper fashion. In fact, there remains the distinct



possibility that aperson other than the subscriber improperly "hacked" into a person,s

computer andlor internet access account and performed these alleged acts.

22.This position is clearly enunciated in an action entitled VPR Internationale v. Does l-

l0l7(United States District Court for the Central District of Illinois, Case No. 11-

2068), where the Court was considering a Motion to Certify for Interlocutory Review

the Court's denial of two prior Motions for expedited discovery in a case that also

involved allegations of illegal downloading of adult films by "John Does" with certain

IP addresses. The Hon. Harold Baker, in an Order dated April 29,2011, states that "IP

subscribers are not necessarily copyright infringers.. ..(t)he infringer might be a

subscriber, someone in the subscriber's household, a visitor with u laptop, a

neighbor, or someone parked on the street ut uny given moment" (emphasis added).

The Order then cites a MSNBC investigation of a case in which federal agents raided a

house, seized all computers and other electronic equipment based upon allegations of

downloading child pornography only to later lea-rn that a neighbor had used multiple IP

subscriber WI-FI connections and all downloading was done solely by the neighbor

without any knowledge by the Subscriber. The Order, first noting that the Courl had no

jurisdiction over even a single "John Doe", as is also the case in the instant action,

totally discredited Plaintiffls argument that the subscribers could always file Motions to

Quash if expedited discovery were to be allowed and instead the Court concluded that

the "imprimatur of this Court will not be used to advance a fishing expedition by means

of a perversion of the purpose and intent of class action". (Order attached hereto as

Exhibit A).



23.The observations enunciated by the Court in the VPR Internationale, supra highlights

not only the highly invasive aspect of the Subpoena as it relates to the privacy rights of

a subscriber but also highlights the complete lack of any relevancy between the

information being requested in the Subpoena and the allegations of the Complaint.

24. Simply stated, the identity of the Subscriber through an IP address does not provide the

identity of the alleged infringer. As pointed out by the Court in VPR Internationale,

supra, the infringer could be any person and the Subscriber not only might not know

who the identity of alleged infringer but also is likely not to even know that such

alleged infringements occurred through utilization of his IP address.

25. The subscribers, including the moving party, have both a contractual right of privacy as

it relates to their relationship with their internet provider and a federally protected

general right to privacy of their identity. This right to privacy far outweighs any desire

by the Plaintiff to seek the name of the subscriber when they are totally unable to

prcvide even a scintilla of e',zidence that any particular subscriber actually performed an

illegal act.

IMPROPER FORUM AND LACK OF JURSIDICTION
NIISJOINDER

26. Plaintiff alleges that illinois is the proper forum based upon the assertion that the

alleged breaching of Plaintiffls computer systems and distribution of misappropriated

information occurred via the internet "disproportionate(1y)...in Cook County, Illinois".

In other words, Plaintiff alleges in its Complaint that this Court has jurisdiction and

venue simply because it is their belief that it is probable that at least one "John Doe" is

a resident of Cook County, illinois. This shot-gun rationale, however, would also



support venue in courts in Alaska or Hawaii since such residency is also equally

possible.

27 . Plaintiff has failed to allege that Defendant, Skyler Case, resides in Illinois, or to

specify any of the basis' set forth in735ILCS 512-209 thatwould subject Movant to

personal jurisdiction of the Court.

28.In essence, Plaintiff is requesting that this Court take jurisdiction and venue over an

action in which there is perhaps not a single resident of Illinois as a prospective named

Delendant.

29. Furthermore, Plaintiff makes the assertion in their Complaint that they akeady know at

least some of the prospective addresses relate to residents of the State of Illinois. In

actuality, internet providers, including Charter Communications, Inc., utilize a variety

of methods to assign IP addresses to their subscribers, especially for the assignment of

dynamic IP addresses. Intemet subscribers randomly utilize servers located in a variety

of states to assign IP address and the location of said server is where the IP address is

located rather than necessarily where the subscriber actual resides. In other words, an

internet provider server may be located in Illinois that assigns a particular IP address

while the subscriber actually lives in another State. Other than to make a statistical

argument based upon their improper joinder of multiple disparate Defendants, it is and

incorrect, as it relates to the limits of technology, for the Plaintiff to categoricaliy assert

that that any certainnumber, if any, of the subscribers reside in the State of Illinois.

30. In actuality, there is no connection with this Court by the Plaintiff nor does Plaintiff

have any facts that even a single unnamed "co-conspiratof'resides in Illinois.



31. The statistical hope by Plaintiff s law firm that at least one of several IP addresses will

bring forth a resident of Illinois is most certainly not a reason for this Court to continue

with jurisdiction over this matter or to subject the movin g party, who is not a resident of

Illinois, does not live or work in Illinois and does not use a computer nor access the

intemet in Illinois, or to submit Movant to the burden of protecting his interests and

reputation in an

32. The Circuit Court of Cook County, Illinois simply does not have jurisdiction over said

"John Doe", an out of state resident, since there are absolutely no minimum contacts

between said "John Doe" and this forum.

33. Said "John Doe" should not be forced to defend a legal action in an out of state Court

simply because Plaintiff alleges, without any viable legal substantiation, that Illinois is

as good a forum as any other State.

34. Although Courts have sometimes considered that raising arguments relating to

jurisdiction and venue are premature when it relates to expedited discovery, there is a

growing trend, as internet use, and misuse, increases, to more carefully scrutinize

expedited discovery, especially expedited discovery to determine the identity of

unknown Defendants whose wrongdoing can likely not even be established. The Ninth

Circuit in Diabolic Video Productions Inc. v. John Does l-2099,2001 WL 3100404

(N.DF. Cal20011) held that expedited discovery to deterrnine the identity of "John

Does" would not be allowed as the individuals were improperly joined.

35. As stated by the Court in Columbia Ins. Co. v. Seescandy.com,lS5, F.R.D, 573 G{.D.

Cal.1999), "with the rise of the Internet has come the ability to commit certain tortious

acts... entirely on-line. The tortfeasor can act pseudonymously or anonymously and



may give fictitious or incomplete identifying information...(however) people who have

committed no wrong should be able to participate online without fear that someone who

wishes to harass or embarrass them can file a frivolous lawsuit and thereby gain the

power of the court's order to discovery their identity".

36, In the Order from VPR Internationale v. Does, supra, the Court concluded with the

insightful reflection that "Could expedited discovery be used to wrest quick

settlements, even from people who have done nothing wrong? The embarrassment of

public exposure might be too great, the legal system too daunting and expensive, for

some to ask whether (the Plaintiffl has competent evidence to prove its case".

WHERFORE Your Movant prays for the following relief:

a. Quash the Subpoena issued to Charter Communications, Inc. to the extent that it seeks

the disclosure of the name and address of said "John Doe" with IP address

7t.82.53.224;

b. Issue a Protective Order forbidding the disclosure of said information by Charter

Communications, Inc. to Plaintiff;

c. Any and other further relief deemed just and proper by this Court.

Patricia Merriman
UAW Legal Services Plan
1579 Huntington Dr.
Calumet City, IL 60409
708 868-7s20
Attorney # 91851

Respectfully Submitted

UAW Legal Services Plan



VPR INTER.NATIONALE,
Plaintiff,

v

DOES 1-1017, individually and as representatives of a class,
Defendants.

No, 2: 1 1-cv-02068-HAB-DGB.

United States District Couft,

C.D. lllinois. April 29,2011.

ORDER

HAROLD A. BAKER, District Judge.

The plaintiff, VPR lnternationale, is a Montreal, Quebec-based producer of adult entertainment

content. VPR has filed this complaint against 1,017 Doe defendants identified only by

lnternet Protocol ("1P") address. VPR alleges that these defendants have distributed adult

videos in violation of VPR'scopyrights. To determine the identity of the'1,017 alleged

copyright infringers, VPR filed an ex parte motion for expedited discovery so that it could

immediately serve subpoenas on lnternet service providers ("lSPs") to determine the

subscriber and location associated with each lP address. The court denied the motion for

expedited discovery [9]. VPR filed an ex parte motion for reconsiderairon, which was

denied on March 22,2011, by text order.

VPR has now filed a motion to certify for interlocutory review the court's denial of
its motion for expedited discovery. VPR seeks certification for one controlling
question of law:

Defendants' identifies are unknown to the Plaintiff. lnstead, each Defendant is

associated with an lnternet Protocol (lP) address. lnternet Service Providers

(lSPs) know identity and contact information associated with each lP address.

ls the Plaintiff to entitled to discover this information by serving lSPs with



subpoenas duces tecum under Fed. R Civ. p,43?

Fed. R. Civ' P.26(dX1) prohibits a party from "seek[ing] discovery from any source
before the parties have conferred as required by Rule 26(f), except in a proceeding
exempted from initial disclosure under Rule 26(a)(1)(B), or when authorized by these
rules, by stipulation, or by court order." ln this case, VPR may seek expedited discovery
only by court order.

Arguing in favor of certification, VPR directs the court's attention to its motion for
reconsicjeration. in its memorandum, VPR concedes that the relief sought faiis outside
traditional adversarial procedure, and states that there is no legal basis to name the lSp
providers as defendants. VPR compares the Doe defendants' lP addresses to ,'records of
who rented which car at a busy car rental agency, in that lP addresses are like cars
"leased by subscribers. lf a plaintiff was injured by a rental car, the plaintiff can discover
the information on who leased the car from the agency by specifying the license plate of
the offending vehicle and the date and time when the injury occurred. Without access to
the agency's records, all the plaintiff has is the identity of the rental agency, but not who
was driving the rental car." The comparison is not apt. The rental agency owns the car and
is a potential defendant, so the adversarial process would yield the driver's information.
And such information is not necessarily confidential; accident reports and police records
may also identify the driver,

In this case, not a single one of the plaintiffs 1,017 potential adversaries has been identified.
There is no adversarial process yet. Moreover, VPR ignores the fact that lP subscribers are not
necessarily copyright infringers. Carolyn Thompson writes in an MSNBC article of a raid by
federal agents on a home that was linked to downloaded child pornography. The identity and

iocation of the subscriber were provided by the lSP. The desktop computer, iphones, and ipads of
the homeowner and his wife were seized in the raid. Federal agents returned the equipment after
determining that no one at the home had downloaded the illegal material. Agents eventually
traced the downloads to a neighbor who had used multiple lP subscribers' Wi-Fi connections
(including a secure connection from the State University of New York). See Carolyn Thompson,
Bizarre Pornography Raid underscores wi-Fi privacy Rrsks (April 2s,2o1lt),
http://www.msnbc.msn.comlidl42740201lns/technology_and_science- wireless/

The list of lP addresses attached to VPR's complaint suggests, in at least some instances, a
similar disconnect between lP subscriber and copyright infringer. The lSPs include a number of
universities, such as Carneg.ie Mellon, Columbia, and the University of Minnesota, as well as
corporations and utility companies. Where an lP address might actually identify an individual
subscriber and address the correlation is still far from perfect, as illustrated in the MSNBC article.
The infringer might be the subscriber, someone in the subscriber's household, a visitor with her
laptop, a neighbor, or someone parked on the street at any given moment.



VPR argues that, if served with a subpoena, the lSPs are required by law to notify each targeted
subscriber and the Does may then move the court to quash the subpoenas. The potential filing of
a motion to quash is no reason to abandon the adversarial process. As VpR points out, ex parte
motions for expedited discovery have been granted in similar cases in other districts; among the
thousands of Does in those cases, relatively few motions to quash have been filed. ln at least one
case, counselill has sought leave to amend the complaint to add more Doe defendants. See
Lightspeed Media Corp. v. Does 1-100, Case No. 1:10-cv-O5604,dte 16 (N.D. ilt.) (seeking teave
to add Does 101-1000 as defendants). ln Hard Drive Productions, lnc. v. Does 1-100e counsel
sought leave to dismiss more than 100 Doe defendants, stating that some of the Does had
"reached a mutually satisfactory resolution of their differences" with the plaintiff. Hard Drive, Case
No 1:10-cv-05606, d/e 33 (N.D. lll.) m Orin Kerr, a professor at George Washington University
Law School, noted that whether you're guilty or not, "you look Iike a suspect."m Could expedited
discovery be used to wrest quick settlements, even from people who have done nothing wrong?
The embarrassment of public exposure might be too great, the legal system too daunting and
expensive, for some to ask whether VPR has competent evidence to prove its case.

ln its order denying the motion for expedited discovery, the court noted that until at least one
person is served, the court lacks personal jurisdiction over anyone. The court has no jurisdiction
over any of the Does at this time; the imprimatur of this court will not be used to advance a
"fishing expedition by means of a perversion of the purpose and intent" of class actions. Order,
d/e 9.

The motion to certify for interlocutory review [1a] is denied.

llJvpa is represented by John Steele, Esq. Steele represents cther adult entertainment produce!.s in cases now (or recenly)
pending in the Northern and Southern Districts of lllinois.

lfi ln Lightspeed, cnly cne defendant has been named and his case severed; the lSp subpoenas have been quashed, the
other
Does are dismissed, and Steele has been ordered to notify the Does that they are no longer potential defendants in the case.
See

Case No. 1:10-cv-05604, d/e 57 (N.D. ilt.).

Ql tVtsNaC articte, p. 2.



IN THE CIRCUIT COURT OF COO COUNTY,ILLINOISK(

Guava, LLC

No. 2012 L 007363
Skyler Case

NOTICE OF MOTION

1n. See attached service list

" ? .' 6D i3*u..ron*,"."orJ,u".or*"r
may be heard, I shall appear belbre the Honorable Sanjay Taylor rFfi orpg; Judlt[sitting in that
Judge's stead, in the courtroom usually occrrpietl by him/her, Iocated ,1 Richard J. Daley Center Chicaoo *.

tg<; and present
Motion to Quash Subpoena Relating to "John Doe" with Computer lnternet protocol ("1p,,) Address 71.82.s3.224Motion to Quash subpoena Relating to "John Doe" with computer lnternet Protocol ("1P") Address 71.B2.s3.224 rfr5rGuu6ue of Jffitective order

1vu*. Patiic '

Address 1579 Huntington Dr.

Cirylsrate/zip Calumet City, ll 60409 Telephone

fI pnoor oF sERvrcE By DELTvERy

I, ,llthe attornev l-lnon-attorney certify that on the dav of

.' , I served this notice by delivering a copy personally to each person to rvhom it is directed,

Date

Signature/Certifi cation

EJ pnoor oF sERvrcE By rvrArr,

I, Patricia Merriman ,Ekhe attarney f-lnon-attorney ccrtify that I served this notice by mailing

a copy to See attached service list ,, See attacheci service list
(address on envelope)

and depositing the same in the Ll,S. N'Iail at Calumet City, lllinois

,, 5:00
$:fiI: ,n s,. 28th

(place ofmaiting)

2012

f] rnooF oF ELECTRONIC SERVICE lwnuu pERN,rrssrBLE)

llthe attorney nnon-attorney certify that on the _ day of

I served this notice electronically E via the Clerk's Otfice E-filing system, ornny
telefax transmission (- pages) with consent of the recipient rvhere permissible uncler lll. Sup Ct. R.ll, at fax no,

2t a.m./p.m., fi'om _

Date

Sign atu relCertifi cation

NOTE: If more than one person is served by delivery or mail, additional proof of sen,ice may be macle by attaching an adtlitional sheet to this
Notice of Motion.

DOROTH}'BROIVN, CLERK OF THE CIRCUIT COURT OI'COOK COUNTY, ILLINOIS
ORIGINAL. COURT F]LE

, tu tt 
, rvith proper postage prepaid,



SERVICE LIST

Paul A. Duffy, Esq.
161 N. Clark St #3200
Chicago, IL 60601

Adam Urbanczyk
365 N. Jefferson#712
Chicago, IL 60661

Erin Russell
The Russell Group
233 S. Wacker Dr. 84 FL
Chicago, IL 60606
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