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Re: Response to Copyright Office Requests for Public Comments:  
 Digital Millennium Copyright Act Safe Harbor Provisions 

Dear Sirs and Madams: 
 
 I represent Copyright Enforcement Group Inc. d/b/a CEG TEK International ("CEG" or 
"CEG TEK").  CEG is a respected copyright anti-piracy company.1  The majority of CEG's 
clients are small, independent motion picture studios.   
 
 The Copyright Office's actual query is succinctly stated by it in its request for comments:   
 

The Copyright Office seeks public input, including, where available, empirical 
data on the efficiency and effectiveness of [17 U.S.C.] section 512 for owners and 
users of copyrighted works and the overall sustainability of the system if, as 
appears likely, the volume of takedown notices continues to increase. 

 
 The short answer is "Section 512 has NOT been effective."   
 
 The proof of that is in the question itself, where the Copyright Office acknowledges that 
the volume of takedown notices has been increasing.  Of course, the increasing volume of 
takedown notices is not a problem.  The problem is the increasing volume of copyright 
infringements. 
 
 In the Copyright Office's request for comments, it notes, 
                                                
1 CEG's entertainment business intelligence data, and its officers, have been quoted by the likes of Bloomberg, 
Forbes, and Variety.  By way of examples, see: 

http://variety.com/2015/biz/news/copyright-alert-system-piracy-expendables-3-1201493788/ 
http://www.bloomberg.com/news/articles/2015-02-26/popcorn-time-torrent-app-makes-piracy-easier-than-ever 
http://www.forbes.com/sites/dorothypomerantz/2014/09/03/emmy-awards-come-with-a-heavy-dose-of-piracy/ 
http://variety.com/2014/digital/news/most-pirated-tv-shows-networks-dominated-by-broadcasters-1201165817/ 
http://variety.com/2014/digital/news/data-dive-post-oscar-piracy-1201147603/ 
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The [section 512] system [created by Congress] reflected Congress' recognition 
that the same innovative advances in technology that would expand opportunities 
to reproduce and disseminate content could also facilitate exponential growth in 
copyright infringement. Accordingly, section 512 was intended by Congress to 
provide strong incentives for service providers and copyright owners to 
"cooperate to detect and deal with copyright infringements that take place in the 
digital networked environment," as well as to offer "greater certainty to service 
providers concerning their legal exposure for infringements that may occur in the 
course of their activities." 

 
 With respect to a huge portion (and probably the majority) of the total of copyright 
infringements, namely infringements using file-sharing programs (sometimes referred to as 
"peer-to-peer infringements" or "P2P infringements"), the section 512 system has been plain 
unsatisfactory.   
 
 The Copyright Office acknowledges, but slightly misstates, the problem facing the 
majority of copyright owners (i.e., "smaller copyright owners, namely individuals and small 
companies) (footnotes omitted): 
 

Many smaller copyright owners, for example, lack access to third-party services 
and sophisticated tools to monitor for infringing uses, which can be costly, and 
must instead rely on manual search and notification processes - an effort that has 
been likened to “trying to empty the ocean with a teaspoon.”  In addition to the 
burden of policing infringement across the internet, copyright owners complain 
that material they succeed in having taken down is often promptly reposted on the 
same site - the so-called “whack-a-mole” problem.  Under section 512 as it has 
been interpreted, providers are not required to filter out or prevent the reposting of 
copyrighted content through the use of content identification technologies or other 
means. 

 
 Actually, the problem smaller copyright owners face is NOT lack of access to third-party 
services to monitor for infringing uses.  Companies like Rightscorp, Inc., with many of its clients 
in the music field, and my client CEG, with many of its clients in the motion picture field, 
provide arrangements for such copyright owners to receive infringement monitoring at little or 
no out-of-pocket costs to the copyright owners. 
 
 The problem is the roadblocks to enforcement of copyrights that are put up by online 
service providers (also often referred to as Internet service providers or "ISPs") to protect their 
relationships with their infringing customers, and the hurdles to enforcement put up by some 
judges when a copyright owner attempts to elicit the aid of a court through a copyright 
infringement case. 
 
 As noted above, the section 512 system has not staunched what is probably the largest 
portion of online infringements; the file-sharing infringements.  Even the Copyright Office's 
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request for comments ignores this problem, except for the following statement (footnote 
omitted): 
 

Recent research suggests that the volume of infringing material accessed via the 
internet more than doubled from 2010 to 2012, and that nearly one-quarter of all 
internet bandwidth in North America, Europe, and Asia is devoted to hosting, 
sharing, and acquiring infringing material. 

 
 In making this comment, the Copyright Office cites the report by David Price, Sizing the 
Piracy Universe 3 (2013), http://www.netnames.com/digital-piracy-sizing-piracy-universe.  The 
report will sometimes be referred to herein as the "NetNames Piracy Analysis."  A PDF version 
of that report can be found here:  

 
http://creativefuture.org/wp-content/uploads/2016/01/netnames-sizing_piracy_universe-FULLreport-sept2013.pdf. 

 
The following table in Appendix C at the end of that report can be very instructive: 
 

 
 
 BitTorrent infringing bandwidth in North America (in the report, North America consists 
of the USA and Canada), that is infringing file-sharing bandwidth, more than doubled from 2011 
to 2013, and in 2013 accounted for (1245.9/1626=) 77% of all the infringing online bandwidth 
and (1245.9/14,320.5=) 8.7% of total online bandwidth (including infringing and non-infringing 
bandwidth.  Note, the NetNames Piracy Analysis makes a point throughout of lumping adult 
movie or video entertainment, or pornography, in with non-infringing bandwidth even though the 
vast majority of adult movie or video file-sharing is infringing.  (See page 30 of the NetNames 
Piracy Analysis:  "In North America, 8.7% of all bandwidth is consumed by unauthorized 
content on bittorrent (that is not pornography)."  With pornography being about 30% of 
BitTorrent traffic (see page 29 of the NetNames Piracy Analysis), and virtually all of such file-
sharing being copyright infringements, BitTorrent file-sharing infringements made up over 38% 
of total online bandwidth used in North America in 2013 as reported by NetNames.  Even if only 
the 8.7% figure is used, the amount of online infringement by file-sharing is, as a current seeker 
of a nomination to run as a candidate for president would say, huuuuuuuuge. 

NetNames Piracy Analysis: Sizing the piracy universe 

Copyright © 2013 Netnames Piracy Analysis – v2.5 

 

C: Infringing bandwidth: comparison between 2011 and 2013 

Note: regional bandwidth data was only available for North America, Europe, and Asia-Pacific and hence worldwide data could not be produced for many data points.  
 
Bandwidth (petabytes) 

Worldwide 
Combined North America, 
Europe, and Asia-Pacific North America Europe Asia Pacific 

 2013 2011 2013 2011 2013 2011 2013 2011 2013 2011 

Total Infringing Bandwidth  
  

9,566.7 3,689.6 1626 1,097.1 3,075.8 1,158.7 4,863.6 1,433.2 

    % Change  
  

159.29% 

 

48.21% 

 

165.45% 

 

239.35% 

 

           Total Internet Bandwidth  42,189 20,181 40,139.8 19,253.5 14,320.5 6,987.2 11,496.5 5,484.2 14,322.8 6782.1 

    % Change  109.05% 

 

108.48% 

 

104.95% 

 

109.63% 

 

111.19% 

 

           % Infringing of Total Bandwidth  
 

23.70% 23.83% 19.16% 11.35% 15.70% 26.75% 21.13% 33.96% 21.13% 

    % Change  
  

24.37% 

 

-27.69% 

 

26.63% 

 

60.69% 

 

           BitTorrent Infringing Bandwidth  
  

6,691.5 1,940.2 1,245.9 607.4 1,735.9 595.9 3,709.6 736.9 

    % Change  
  

244.89% 

 

105.12% 

 

191.31% 

 

403.41% 

 

           Video Streaming Infringing Bandwidth 
  

1,526.9 267 257.8 101.4 329.9 74 938.1 91.5 

    % Change  
  

471.87% 

 

154.24% 

 

345.81% 

 

925.25% 

 

           Direct Download Cyberlocker Infringing 
Bandwidth 

  

337.9 745.2 37.2 146.2 146 267.8 154.7 331.1 

    % Change  
  

-54.66% 

 

-74.56% 

 

-45.48% 

 

-53.28% 

            

Other (eDonkey, Gnutella, Usenet)    1,010.4 737.2 85.1 242.1 864 221 61.2 273.7 

    % Growth    37.06%  -64.85%  290.95%  -77.64%  
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 The description of BitTorrent provided at page 18 of the NetNames Piracy Analysis 
provides some background to help understand problems faced by "smaller copyright owners": 
 

BitTorrent was created in 2001, initially intended as an efficient method to share 
large non-infringing files such as distributions of Linux. Quickly co-opted for 
infringement, the protocol is now recognised as one of the fastest and simplest 
ways to transfer data between multiple users across the internet. Use of the 
protocol is heavy worldwide; for instance, data from Sandvine estimates that 
bittorrent comprised more than 21.7% of all internet traffic in Europe in the first 
half of 2012 (downstream and upstream), and more in Asia-Pacific. 
 
The use of bittorrent by internet users tends to require two factors: 

• a web site or portal such as ThePirateBay . . . or IsoHunt that offers 
links to content such as films or music that can be downloaded using a 
bittorrent client 

• a ‘swarm’ of bittorrent users sharing a particular piece of content to 
which the bittorrent client can connect 

 
The typical bittorrent download generally proceeds along the following lines: a 
user interested in an infringing copy of, say, the 2012 film Les Miserables visits a 
bittorrent portal site such as ThePirateBay. The user searches for the film title, 
and then chooses and clicks a link to download a version of the film. This link 
launches the user’s Bittorrent client which then enters the ‘swarm’ or network of 
bittorrent users actively sharing that film, and begins to download. As soon as the 
user’s client has downloaded any part of the film, it can then share that part with 
others in the same swarm. 
 
As the data in this section demonstrates, hundreds of millions of internet users 
employ bittorrent each month to share content and the vast majority of that usage 
is infringing, downloading pirated films, television episodes, games, software, 
books, and music. Of all unique visitors to bittorrent portals in January 2013, it is 
estimated that 96.28% sought infringing content during the month, a total of 
204.9m users. 

 
 The concept of a "swarm" should be kept in mind.  The more infringers join in 
collectively sharing copyrighted work, the speed at which each infringer can download and make 
an infringing copy increases rapidly.  The swarms could be as small as a handful of infringers for 
an old title or many thousands when a digital copy of a new song or movie has been made by or 
leaked to a pirate "hero" who initiates a swarm.   
 
 Speaking of speed, it is for the very purpose of downloading music and movies that ISPs 
promote their higher-priced broader bandwidth services.   
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 As an example, a customer going to https://www.att.com/shop/internet.html and, at least 
as of the date of the writing of this paper, clicking on the "Compare Internet speeds" button, 
would see this from AT&T: 
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 Essentially AT&T and its fellow ISPs say to their customers: Why merely buy 3 MBPS 
bandwidth with which you would need 3 minutes to download a music album (10 songs) or 3.5 
hours to download a movie, when for several dollars more per month to AT&T (or other ISP), 
you could download 200 songs in that time (i.e., 10 X 180 sec/9 sec) or 15 movies in that time 
(210 min/14 min)?  This siren song exactly what copyright infringers like to hear:  faster 
copying! 
 
 Before I describe what a copyright owner must go through when faced with these online 
file-sharing infringements, let me make two collateral points: 
 

1. A copyright is a property right.  The owner of a copyright in a book, a 
song, or a movie (hereinafter referred to as a "work") cannot, of course, force any 
person to read, listen to, or watch the work.  Conversely, a person who desires to 
read, listen to or watch the work cannot force the copyright to make the work 
available through any particular medium, or to make the work available at all.  A 
copyright owner has the right to determine whether or not the work will be made 
available and, if so, the medium or media through which the work would be made 
available and at what price. 
 
2. The purposes of the United States Copyright Act, in accordance with 
Article I, Section 8 of the Constitution (i.e., securing for authors the exclusive 
right to their works) are as follows; 

(i) To discourage infringement and drive consumers to lawful 
acquisition of works so that authors (or content creators) are 
compensated for their efforts and encouraged to create more 
entertainment works; and 

(ii) To have a copyright infringer  
(a) make payment to a content creator for the entertainment work 

the copyright infringer consumed,  
(b) compensate the content creator for any other damage caused by 

the copyright infringer, and disgorge any profits the copyright 
infringer obtained,  

(c) compensate the content creator for the time, money and effort 
the content creator had to expend in uncovering the copyright 
infringer's activity and in enforcing the content creator's rights, 
and  

(d) be deterred from engaging in future copyright infringements. 
 

To this end, the Copyright Act goes so far as to require that an infringer pay to the 
copyright owner a minimum of statutory damages with respect to each work 
infringed, even if no actual damages or profits are proved, that can range from 
$750 to $30,000, with innocent infringement potentially lowering that amount to 
$200, and willful infringement potentially raising that amount to $150,000.  17 
U.S.C. 504(c).  (If actual damages or profits obtained by the infringer are proved, 
the amount required to be paid may be even higher.) 
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 What does a copyright owner do when faced with these infringements that occur through 
file-sharing over the Internet?   
 
 First of all, the copyright owner suffers loss of sales and economic losses.  
 
 Who are the copyright owners?  Copyright owners are, effectively, content creators. 
Everything starts with the content creators.  They invest the time, money, energy, effort and 
creative spark which result in the entertainment works which are consumed by us.  (Unlike food, 
without which we could not survive, consumption of entertainment is not necessary for survival.  
Entertainment works make living more enjoyable even for those of us who are well fed.)  On the 
movie side, the people who create entertainment works include, but are not limited to, writers, 
producers, investors, directors, actors, graphic artists, camera operators, caterers, secretaries, 
gaffers, technicians, teamsters, distributors, public relations workers, and sales people.   
 
 These are real people who are hurt when their works are appropriated for free (i.e., 
pirated) as opposed to when they are paid for at prices set by competitive circumstances. 
 
 A particular example is discussed in the Wall Street Journal March 3, 2013 article titled, 
"As Pirates Run Rampant, TV Studios Dial Up Pursuit," that can be found here: 
 http://www.wsj.com/articles/SB10001424127887324906004578292232028509990. 
Here is the example: 
 

Last year, Kathy Wolfe, who owns a small independent U.S. film-
distribution company, Wolfe Video, found more than 903,000 links to 
unauthorized versions of her films, which she sells around the world for 
$3.99 per download. She estimates that she lost over $3 million in revenue 
in 2012 as a result of stolen content from her top 15 titles.  On top of that, 
she spends over $30,000 a year—about half her profit—just to send out 
takedown notices for her titles. She said the losses to piracy, combined 
with the recent recession, forced her to trim her marketing budget in half, 
cut pay for her 11 employees and stop giving herself a salary. "It's 
changed us," she said. "It's a very damaging trend." 

 
 As distributors exit the motion picture field because of piracy, so will the producers, 
writers and other employees of small and independent motion picture studios.  All we might be 
left with are the major studios, who in turn would rely primarily on mega-film-event motion 
pictures to support their efforts.  So, while getting to watch motion pictures for free (including 
free of commercial interruptions) obviously would appear to be attractive, allowing people to do 
so against the will of the content creators is both wrong from a moral point of view and bad 
public policy.  
 
 Looking at the big picture, sympathies should be with the creators of content whose 
works are being consumed by Internet copyright pirates.   
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 What does the copyright owner do next?  The copyright owner tries to open the 
compensation that the Copyright Act says is due him from the infringer. 
 
 Unfortunately, the actual identities of the infringers, while known to the ISPs, are known 
to the copyright owners only by the combination of the (i) date and time that the infringement 
was discovered (hereinafter "timestamp") and (ii) IP address used by the infringer at that 
moment.  Here are the steps that the copyright owner must go through: 
 

 Step 1. Search out leads (here IP address/timestamp combinations) to the 
identities of otherwise anonymous infringers.   

 
 This is where companies like Rightscorp and my client, CEG, are very helpful to 
copyright owners.  Public databases are available to link a specific IP address/timestamp 
combination to a particular ISP.  The ISP in turn knows which of its customers had that IP 
address at the date and time of the timestamp.  Unfortunately, the ISPs, who rake in millions, and 
probably billions, of dollars from their infringing customers, do not voluntarily disclose the 
infringer's identities.  
 
 Nor will the ISPs disclose the identities of infringers pursuant to a subpoena issued by a 
court clerk pursuant to 17 U.S.C. § 512(h)(1).  The ISPs contend that in connection with file-
sharing copyright infringements, they (i.e., the ISPs) are not hosting infringing content and thus, 
pursuant to Recording Industry Ass'n of America, Inc. v. Verizon Internet Services, Inc., 351 F.3d 
1229 (D.C. Cir. 2003), cert denied, 543 U.S. 924, 125 S.Ct. 309, 160 L.Ed.2d 222 (2004), they 
are not required disclose the identities of their infringing customers pursuant to a section 512(h) 
subpoena. 

 
 Step 2. Facing stonewalling by ISPs, the copyright owner next brings a 
lawsuit for copyright infringement against one or more fictitiously named, or Doe, 
defendants.  Then the copyright owner brings a motion for an order authorizing 
discovery to obtain issuance of a subpoena requiring the ISPs to disclose the 
identity or identities of the one or more Doe defendants. 
 

 This step is of course expensive for the copyright owner right off the bat.  Without even 
counting attorney fees, the filing fee in United States District Court is $400. 
 
 Because there are often hundreds or more infringers in a single swarm (i.e., they all 
infringed the same movie in the same BitTorrent network) located within a single United States 
judicial district, one would think that some efficiencies could be achieved by joining many Doe 
infringers in a single lawsuit.  UNFORTUNATELY, (i) some jurisdictions have a limit on the 
number of Doe defendants who may be named (see, e.g., U.S.D.C. for the Central District of 
California Local Rule 19-1 which states, " No complaint or petition shall be filed that includes 
more than ten (10) Doe or fictitiously named parties"), and some judges use their discretion to 
deny any joinder at all.  Some of those judges have even stated that a copyright plaintiff should 
not be allowed to get away with a single filing fee (of $400) against multiple defendants. 
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 Step 3. Once the copyright owner has obtained the subpoena, the copyright 
owner must serve it on the ISPs, some of whom are uncooperative, and almost all 
of whom require payment for purported costs in connection with finding and 
producing the identification information that is located in their databases. 
 

 As anyone can see, the foregoing 3 steps are time consuming.  During that time, some 
ISPs have erased from their databases much information (often referred to as "logs") that would 
have identified who were their customers having the IP address/timestamp combinations that 
were found in Step 1.  So, information about many infringers is just not available. 
 
 Of course, once the copyright owner has the identities of the customers whose Internet 
accounts were used in the infringement, the copyright owner must deal with each such person 
pretty much the same way an automobile accident victim deals with the owner of an automobile 
that hit the victim, except the rules of vicarious liability are not necessarily the same.   
 
 That is, an automobile accident victim, having seen the license plate number of the 
vehicle that hit him, but not the driver, can pursue the owner of the automobile relatively easily.   
 
 That is not the case in file-sharing copyright infringements over the Internet, and  

• ISPs rake in millions of dollars from their infringing customers,  
• Infringing customers get uncountable numbers of songs and movies for no 

cost other than what they pay the ISPs for Internet access,  
• Copyright owners get nothing but a steep litigation hill to climb, and 
• Section 512 provides no help for copyright owners against file-sharing (or 

P2P) copyright infringements over the Internet. 
 
 Stated another way, section 512 has done little, or nothing, to reduce the rate of 
infringement through the very means that is the largest vehicle of Internet infringement. 
 
 In the Copyright Office's request for comments, it stated,  
 

[S]ection 512 was intended by Congress to provide strong incentives for service 
providers and copyright owners to “cooperate to detect and deal with copyright 
infringements that take place in the digital networked environment,” 

 
 Well, some ISPs do provide cooperation in that they forward to their customers the 
notices of claimed copyright infringement sent to them by anti-piracy companies such as CEG.  
Those ISPs agree that copyright infringement is wrong, and do more than pay lip service to the 
concept.  Unfortunately, those ISPs are in the minority. 
 
 I expect that ISPs AT&T, Cablevision, Time Warner Cable, Verizon and Comcast will 
brag to the Copyright Office about their Copyright Alert System ("CAS"). 
 
 Any boasting by them is empty.  Their CAS is open to very few, large studios and does 
not provide for compensation to the copyright owners.  It is nothing more than a educational 
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effort, with no real consequences suffered by any of their infringing customers.  It should be 
obvious even to everyone that merely "educating" people that an activity they enjoy is wrong and 
asking them to stop will not result in deterring such people from engaging in that activity.  We 
all know that people will not stop engaging in any activity they enjoy unless there is a 
consequence, particularly a monetary consequence, associated with their not stopping.   
 
 The Copyright Office is aware that such educational efforts accomplish nothing since the 
Copyright Office itself cited BMG Rights Mgmt. (US) LLC v. Cox Commc'ns, Inc., No. 1:14-cv-
1611, 2015 WL 7756130, 2015 U.S. Dist. LEXIS 161091, Copy. L. Rep. (CCH) P30854, 117 
U.S.P.Q.2d (BNA) 1359 (E.D.Va. Dec. 1, 2015), a case which starkly illustrated that mere 
educational activity is meaningless to infringers. 
 
 And, there are studies that have demonstrated that educational notice sending without 
monetary consequence is plain ineffective in deterring infringement (and certainly does not 
provide compensation to copyright owners).   
 
 From the September 3, 2013 article, "Six-Strikes Fails to Halt U.S. Pirate Bay Growth," 
found at 
https://torrentfreak.com/six-strikes-fails-to-halt-u-s-pirate-bay-growth-130903/ 
 

"The 'six strikes' copyright alert system [operated by some major ISPs in the 
USA] has been operational for half a year, but thus far there is no indication that 
U.S. traffic to The Pirate Bay and other torrent sites is slowing down. In fact, The 
Pirate Bay enjoyed a record number of visitors on the day the six-strikes program 
launched and monthly traffic to the site has increased significantly, more than 
doubling compared to two years ago. 
 
* * * 
 
"The Copyright Alert System’s main goal is to educate the public. People are 
informed that their connection is being used to share copyrighted material without 
permission, and told where they can find legal alternatives. 
 
"These alerts start out friendly, but repeat infringers face a temporary 
disconnection from the Internet, or another mitigation measure. 
 
* * * 
 
"Ideally, the warnings should stop people from downloading copyrighted content 
through sites such as The Pirate Bay, resulting in a drop in visitors. However, half 
a year has passed since the introduction of the six-strikes scheme, and U.S. Pirate 
Bay traffic appears to be unaffected." 

 
 From the September 10, 2013 article, "Anti-Piracy “Strike” Schemes Are Not Effective, 
Research Shows," found at 
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https://torrentfreak.com/anti-piracy-strike-schemes-are-not-effective-research-shows-130910/ 
 

"A new report published by Dr Rebecca Giblin of Monash University shows that 
graduated response systems are not as effective as rightsholders claim. A detailed 
review of 'strikes' schemes around the world shows that there is no evidence that 
they lead to a reduction in piracy, and no evidence that authorized use is 
maximized. According to Giblin's research, countries should be wary of rolling 
out their own graduated response policies, while existing schemes should be 
reconsidered. 
 
* * * 
 
"The results of this evaluation, the most elaborate that has been published to date, 
was published this week in a 61-page article. Talking to TorrentFreak, Giblin says 
that the goal of the paper was to evaluate the effectiveness of graduated response 
schemes on three measures that are closely aligned with the purpose of copyright 
law. 
 
"What’s the evidence that these policies reduce infringement? What’s the 
evidence that they increase the size of the legitimate market? What evidence is 
there to show that they encourage the creation and dissemination of a wide range 
of content? 
 
"The paper shows that the graduated response schemes fail on all accounts." 

 
 From the January 24, 2014 article, "Study: French three-strikes law did not deter or 
reduce piracy," found at 
http://boingboing.net/2014/01/24/study-french-three-strikes-la.html 
(emphasis in original), 
 

"In Graduated Response Policy and the Behavior of Digital Pirates: Evidence 
from the French Three-Strike (Hadopi) Law a team of business-school researchers 
from the University of Delaware and Université de Rennes I examine the impact 
of the French 'three-strikes' rule on the behavior of downloaders. Under the three-
strikes law, called 'Hadopi,' people accused of downloading would be sent a series 
of threatening letters, and culminating with disconnection from the Internet for a 
period of a year for everyone in the household. 
 
* * * 
 
"The researchers carefully surveyed French Internet users to discover what effect, 
if any, the Hadopi law had had on their behavior -- specifically, whether they 
were encouraged to download more from legitimate sites and pay more for music 
as a result of the threat of Hadopi. Their conclusion: [Hadopi] has not deterred 
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individuals from engaging in digital piracy and that it did not reduce the 
intensity of illegal activity of those who did engage in piracy. 
 
* * * 
 
"More than a third—37.6 percent—admitted to illegal downloading, with 22 
percent using P2P networks and 30 percent using 'alternative channels.' About 
16.4 percent of those who had engaged in the downloads received a warning from 
Hadopi, the government agency with the same name as the law it enforces." 

 
 From the January 24, 2014 article, "Six-Strikes Fails to Halt U.S. Pirate Bay Growth," 
found at 
https://torrentfreak.com/six-strikes-fails-to-halt-u-s-pirate-bay-growth-130903/ 
 

"The 'six strikes' copyright alert system [operated by some major ISPs in the 
USA] has been operational for half a year, but thus far there is no indication that 
U.S. traffic to The Pirate Bay and other torrent sites is slowing down. In fact, The 
Pirate Bay enjoyed a record number of visitors on the day the six-strikes program 
launched and monthly traffic to the site has increased significantly, more than 
doubling compared to two years ago. 
 
* * * 
 
"The Copyright Alert System’s main goal is to educate the public. People are 
informed that their connection is being used to share copyrighted material without 
permission, and told where they can find legal alternatives. 
 
"These alerts start out friendly, but repeat infringers face a temporary 
disconnection from the Internet, or another mitigation measure. 
 
* * * 
 
"Ideally, the warnings should stop people from downloading copyrighted content 
through sites such as The Pirate Bay, resulting in a drop in visitors. However, half 
a year has passed since the introduction of the six-strikes scheme, and U.S. Pirate 
Bay traffic appears to be unaffected." 

 
 Meanwhile, we do have evidence that copyright infringement notices with demands for 
settlement (which, of course, are consistent with the words and spirit of the Copyright Act) 
actually do reduce rates of infringement, while satisfying in part purposes of the Act (i.e., having 
the copyright infringer make payment to the copyright owner whose work was infringed and 
compensating the copyright owner for the time, money and effort the copyright owner had to 
expend in uncovering the copyright infringer's activity and in enforcing the copyright owner's 
rights, and deterring repeated infringements by that copyright infringer:  On average, Internet 
file-sharing of CEG TEK's clients' content decreased by 61.32% at Canadian ISPs Bell Canada, 
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TekSavvy Solutions, Start Communications, Electronic Box, and CIK Telecom, where the 
Canada's Copyright Act requires its ISPs to promptly forward such notice to their subscribers. 
 
 Of course, we all instinctually know that monetary consequences are needed to deter 
undesirable conduct.  That is why parking tickets with monetary fines are issued to car owners 
whose cars have been parked at meters without payment of the meter fee.  And, that is why the 
USA Copyright Act includes statutory damages.  17 U.S.C. 504(c).   
 
 WHAT SHOULD BE DONE? 
 
 There are many things that should be done that would reduce infringement rates and 
bring compensation to copyright owners whose works have essentially been copied with 
impunity and at great profit to ISPs. 
 
 Among these things are the following (this is NOT an all inclusive list): 
 
 1. Follow Canada's lead in requiring ISPs to forward to their customers all notices of 
claimed copyright infringement in their entireties, with statutory damages required of ISPs that 
fail to forward such notices.  See, Canada's Copyright Act, subsection 41.26.  Note:  Canada's 
ISPs forward such notices at no charge to copyright owners.  Setting up forwarding systems is 
relatively easy and inexpensive, and is similar to ISPs normal bill-forwarding systems. 
 
 2. By statute require courts to allow joinder of unlimited numbers defendants 
(named or fictitious) that have infringed the same copyright. 
 
 3. By statute define efforts to discover identities of defendants who use Internet 
anonymity as cases and controversies. 
 
 4. By statute require ISPs to pay copyright owners $30 for each notice of claimed 
infringement sent with respect to an Internet account having repeat infringements.  (Do this, and 
ISPs would actually enforce their own Terms of Use that currently give lip service to the concept 
that customers are forbidden from engaging in copyright infringement. 
 
 5. Amending, among other statutes, the following: 
 

The changes that should be made to  47 U.S.C. § 551(c) are shown here in redline 
form: 

 
(c) Disclosure of personally identifiable information 

(1) Except as provided in paragraphs (2) and (3), a cable operator shall not 
disclose personally identifiable information concerning any subscriber 
without the prior written or electronic consent of the subscriber 
concerned and shall take such actions as are necessary to prevent 
unauthorized access to such information by a person other than the 
subscriber or cable operator. 
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(2) A cable operator may disclose such information if the disclosure is— 
(A) necessary to render, or conduct a legitimate business activity 
related to, a cable service or other service provided by the cable 
operator to the subscriber; 
(B) subject to subsection (h) of this section, made pursuant to a 
court order authorizing such disclosure, if the subscriber is notified 
of such order by the person to whom the order is directed; 
(C) a disclosure of the names and addresses of subscribers to any 
cable service or other service, if— 

(i) the cable operator has provided the subscriber the 
opportunity to prohibit or limit such disclosure, and 
(ii) the disclosure does not reveal, directly or indirectly, 
the— 

(I) extent of any viewing or other use by the 
subscriber of a cable service or other service 
provided by the cable operator, or 
(II) the nature of any transaction made by the 
subscriber over the cable system of the cable 
operator; or 

(D) 
(C) to a government entity as authorized under chapters 119, 121, 
or 206 of title 18, except that such disclosure shall not include 
records revealing cable subscriber selection of video programming 
from a cable operator. 

(3) A cable operator shall disclose such information if the disclosure is (i) 
ordered by a court (which court, if the disclosure is to be made to a 
governmental entity, shall conform to subsection (h) of this section) or (ii) 
required by a subpoena issued pursuant to 17 U.S.C. § 512(h). 

 
 

The changes that should be made to 17 U.S.C. § 512(h) are shown here in redline 
form: 
 
(h) Subpoena To Identify Infringer.— 
(1) Request.— Even without the filing of a civil action for copyright infringement, 
a A copyright owner or a person authorized to act on the owner’s behalf may 
request the clerk of any United States district court to issue a subpoena to a 
service provider for identification of an alleged infringer in accordance with this 
subsection. 
(2) Contents of request.— The request may be made by filing with the clerk— 

(A) a copy of a notification described in subsection (c)(3)(A) sent by or on 
behalf of the copyright owner to the service provider (regardless or 
whether or not the allegedly infringing material resides on a system or 
network controlled or operated by or for the service provider), which 
notification includes substantially the following: 
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(i) A physical or electronic signature of a person authorized to act 
on behalf of the owner of an exclusive right that is allegedly 
infringed, 
(ii) Identification of the copyrighted work claimed to have been 
infringed, 
(iii) Identification of the material that is claimed to be infringing or 
to be the subject of infringing activity, 
(iv) Information reasonably sufficient to permit the service 
provider to contact the complaining party (i.e., the copyright owner 
or the person authorized to act on the owner’s behalf), such as an 
address, telephone number, and, if available, an electronic mail 
address at which the complaining party may be contacted, 
(v) A statement that the complaining party has a good faith belief 
that use of the material in the manner complained of is not 
authorized by the copyright owner, its agent, or the law, and 
(vi) A statement that the information in the notification is accurate, 
and under penalty of perjury, that the complaining party is 
authorized to act on behalf of the owner of an exclusive right that 
is allegedly infringed; 

(B) a proposed subpoena; and 
(C) a sworn declaration to the effect that the purpose for which the 
subpoena is sought is to obtain the identity of an alleged infringer and that 
such information will only be used for the purpose of protecting rights 
under this title. 

(3) Contents of subpoena.— The subpoena shall authorize and order the service 
provider receiving the notification and the subpoena to expeditiously disclose to 
the copyright owner or person authorized by the copyright owner information 
sufficient to identify the alleged infringer of the material described in the 
notification to the extent such information is available to the service provider. 
(4) Basis for granting subpoena.— If the notification filed satisfies the provisions 
of subsection (c)(3)(A)(h)(2)(A), the proposed subpoena is in proper form, and 
the accompanying declaration is properly executed, the clerk shall expeditiously 
issue and sign the proposed subpoena and return it to the requester for delivery to 
the service provider. 
(5) Actions of service provider receiving subpoena.— Upon receipt of the issued 
subpoena, either accompanying or subsequent to the receipt of a notification 
described in subsection (c)(3)(A)(h)(2)(A), the service provider shall 
expeditiously disclose to the copyright owner or person authorized by the 
copyright owner the information required by the subpoena, notwithstanding any 
other provision of law and regardless of whether the service provider responds to 
the notification. 
(6) Rules applicable to subpoena.— Unless otherwise provided by this section or 
by applicable rules of the court, the procedure for issuance and delivery of the 
subpoena, and the remedies for noncompliance with the subpoena, shall be 
governed to the greatest extent practicable by those provisions of the Federal 
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Rules of Civil Procedure governing the issuance, service, and enforcement of a 
subpoena duces tecum. 
 

 
 We look forward to working with the Copyright Office to improve our copyright laws. 
 

Very truly yours, 
 
 
Ira M. Siegel 
 
Attorney for Copyright Enforcement Group Inc. 
d/b/a CEG TEK International 
 

cc: 
CEG (by email) 
Hon. U.S. Representative Judy Chu (by email:  Rep.Chu@emailcongress.us) 


